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Based on Programming the WWW by Robert Sebesta, 4t Edition

®m Dynamic content generation
= HTML, XML, Images, PDF, etc
®m Form processing
m Receive form data, interact with database, return result document
® Command line processor
m Perform command-line actions for administration
m GUI Applications
m Cross-Platform GUI using PHP-GTK (GTK+)

<img src="randomimage.php' >

<?php

header('Content-Type: image/jpeg');
$f="file'.rand(0,5).".jpg";

readfile($f);

>

m GD Library
m Image functions in PHP based on open source image creation library
m http://www.libgd.org/Main_Page
m Create a simple image
m $h = ImageCreate(200, 100);
= width and height
= 256 Color

m $h = ImageCreateTrueColor(200, 100)

m Allocate colors to be used and set background color
= $bg = ImageColorAllocate($h,0,255,0);
= For 256 color images, first color allocated becomes background color
m imageFill($h,0,0,$bg);
m Allocate other colors to be used in image
m $blue = ImageColorAllocate($h,0,0,255);
= Uses RGB values

m Apply drawing primitives
= ImageFilledRectangle($h,20,10,180,20,$blue);
= handle, top-left x, y and bottom-right x, y
= (0,0) is top left corner

m Set content-type
m header("Content-type: image/png");
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® Transmit image data
m ImagePNG($h);

m ImageLine($h, 0,100,100,0,$blue);

m handle, start x,y stop x,y, color
m ImageArc($h,150,50,40,80,45,135,$blue);

m handle, center x,y, width, height, start, end, color

= start and end are in degrees clockwise from the positive x-axis (0-360)

m Others...

m ImageFilter($h,IMG_FILTER_GRAYSCALE);

n ...

$s = ImageCreateFromJPEG('file0.jpg');

$w = ImageSx($s); $h = ImageSy($s);

$sf=0.75;

$dw = $w * $sf; $dh = $h * $sf;

$d = ImageCreateTrueColor($dw, $dh);

ImageCopyResampled($d,$s,0,0,0,0,$dw,$dh,$w,$h);
dest, src, dx1, dy1, sx1, sy1, dw, dh, sw, sh

header('Content-Type: image/png');

ImagePNG($d);

m ImageString($h, 4, 80, 70, "Wow", $blue);
m handle, font, top-left x, y, string, color
» Fonts range from 1 (small) to 5 (large), or can reference custom fonts.
= There is also support for TrueType, PostScript, and FreeType fonts

m $w = ImageFontWidth(3);
m $h = ImageFontHeight(3);

<?php
$text = 'secret message’;
$font_size = 5;
$len = strlen($text);
$fw = imagefontwidth($font_size);
$fh = imagefontheight($font_size);
$im = imagecreate($fw*($len+2),$fh*2);
$bg = imagecolorallocate($im,22,225,225);
$black = imagecolorallocate($im,0,0,0);
ImageString($im,$font_size,$fw,$fh/2,$text, $black);
header('Content-Type: image/jpg’);
ImageJPEG($im);

® Form and Script are usually combined in a single document
m This allows dynamic elements to be included in forms

W |t is legitimate to design the form as an XHTML document and write a PHP script just for handling the form

submission
<?php
if (sizeof($_POST)>0) {
/lprocess submission
telsef
/[display form
}
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<html>...<body>
<form action="a.php' method="POST">
<input name='custname'>
<input name='custid'>
<input type="submit'>
</form>
</body></html|>
<html>...<body>
<h1>Results</h1>
<?php
if (count($_POST)==0}

echo "<p>No data</p>";
Jelse{

echo "<p>Name:
{$_POST['custname']}
<br/>ID: {$_POST['custid']}</p>";
}?>
</body></html>
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m Magic quotes
m Quotes and backslashes in form data are escaped if magic quotes feature is enabled
m $t = stripslashes($t)

® Some characters have special meaning in HTML and may need to be encoded properly
m $t = htmispecialchars($t)

%
$cust = htmispecialchars(stripslashes($_POST['custname));
$id = htmlspecialchars(stripslashes($_POST['custid]));
echo "<p>Name: $cust<br/>ID: $id</p>";

useful function... if(get_magic_quotes_gpc())//magic is on

&I
<html>...<body>
<?php
if (5_SERVER['REQUEST_METHOD'] =='GET') { ?>
- display form-
<?php } else { //POST request
- display result page -
}?> </body> </html>

&I
<html>...<body>
<?php
if ($_SERVER['REQUEST_METHOD'] =="'GET') { ?>
<form action="<?php echo $_SERVER['PHP_SELF'] ?>" method="POST">
<p>Inches: <input type="text" name="inches" /><br />
<input type="submit" name="Change to cm" /></p>
</form>
<?php } else...
</body> </html|>
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<html>...<body>



<?php

if ($_SERVER['REQUEST_METHOD'] =="'GET') { ?>
<form ...

</form>

<?php } else { //POST request

$in = $_POST['inches";

$cm = $in*2.54;

printf("<p>%.2fin is %.2fcm</p>", $in, $cm);

}?> </body> </html>
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m Allows integration of error handling and sticky-ness (next slide)
m Keeps form content together with processing code

m Larger files
®m More complicated
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<html>...<body>
<?php $in =$_POST['inches']; 2>
<form action="<?php echo $_SERVER['PHP_SELF'] ?>" method="POST">
<p>Inches: <input type="text" name="inches"
value="<?php echo $in ?>"/><br />
<input type="submit" name="Change to cm" /></p>
</form>
<?php if (isset($in)) {
-- show results --
}?> </body> </html>
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<html>...<body>
<?php $in =$_POST['inches']; 7>
<form action="<?php echo $_SERVER['PHP_SELF'] ?>" method="POST">
<p>Inches: <input type="text" name="inches"
value="<?php echo $in ?>"/><br />

<input type="submit" name="Change to cm" /></p>
</form>
<?php if (isset($in)) {

$in = $_POST['inches'];

$cm = $in*2.54;

printf("<p>%.2fin is %.2fcm</p>", $in, $cm);
}?> </body> </html|>
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<html>...<body>
<?php $in =$_POST['inches’]; ?>

<p>Inches: <input type="text" name="inches"
value="<?php echo $in ?>"/>
<?php if ($in<0)
echo " Positive Value Required!";?>
<br />
</body> </html>
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m Multiple values for one key can occur if
m Select includes multiple="'multiple’
m A group of controls with the same name



® Problem?

m $_POST['thename'] will hold only the last value
m Solution: Use an array syntax

m <input name='namesJ]' ...

m <select name="'shoplist[]' multiple="mu...
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m PHP treats query string keys differently if the name ends in []
m If the key is 'm[]' and the value is 'val' then it is added to the $_POST array like this:
« $_POST[m1[ = 'val;
m This makes $_POST['m'] an array

m $nlist = $_POST['names']
m $items = $_POST['shoplist']
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m $file_resource = fopen("fname","r");

m Possible modes: r, r+, w, w+, a, a+, x, x+
= +indicates rw mode
= W truncates file to 0 bytes
= a positions file pointer at end of file, creates if needed
= X is write mode, but will not erase an existing file

m Binary mode: add b to end of mode selector

m Text translation: add t to end of mode selector
= \n ->\n\n for Windows ->\r for Mac
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® PHP runs under the permissions of

m The WWW server, or

m The owner of the script
m [f WWW permissions, files must be placed in globally readable/[writable] areas
m [f owner permissions, files can be restricted to owner only access

m public_html is globally readable, but owner-only writable
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® From command prompt

m mkdir data

m chmod 777 data
® From script

m $result = mkdir("data",0777);

= Only works if script runs as owner

m Using WinSCP

m F7 Create Directory

m F9 Properties
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® From command prompt
m mkdir data
m chmod 700 data
m From script
m $result = mkdir("data",0700);
» OK If executed using owner permissions
= Otherwise, this will be owned by the server
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m Using WinSCP
m F7 Create Directory
m F9 Properties

/
m $line = fgets($fr);
m $items = fgetcsv($fr); //comma delimited line
m $entire = fread($fr, filesize("filename"));
m $entire = file_get_contents("filename");

m fwrite($fr, $string);
m file_put_contents("filename", $entire);
m New to PHP 5
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m Proper permissions are required

m rmdir("../data/folder_name");
m Folder must be empty
m Returns true if successful

m unlink("../data/file_name");
m Returns true if successful

m Several HTTP requests can be handled simultaneously by the WWW server
m Several scripts may be active at the same time

®m Shared access for READ
m Exclusive access for WRITE
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m File modification requires exclusive access
m Shared reading is OK, but writing must be in exclusive mode
m Readers request shared access
m Writers request exclusive access
m if (flock($fr, LOCK_SH)){ //lock obtained
m Exclusive access: LOCK_EX

m Must open file first
» Do not use "w" as this erases the file

3 )
m Automatic on close
n fclose($fr)
m Do not normally use the unlock function
m flock($fr, LOCK_UN)

m File locking is advisory on many systems
m Advisory: Lock status is available (as advice) to scripts, but is not enforced
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m Using a separate lock file
m $lockf = fopen($fname+".Ick", "a");
m if (flock($lockf, LOCK_EX)) //exclusive access
$fr = fopen($fname, "w");

fclose($fr); /ffinished with exclusive access
fclose($lockf); /irelease lock

}

m Lock file is used to notify scripts of access to associated files

m HTTP is a stateless protocol
m Each request is disconnected from previous requests
®m To maintain state subsequent requests must transmit some session identification
information
m Hidden fields (if using forms)
m Cookies
m URL Rewriting (add an encoded Query string)
m PHP Session tracking (uses one of the above)

m User selects items in a select menu

m The Add button adds the selected items to the cart
m The current cart contents are displayed
m Additional items can be added to the cart

m The Checkout button summarizes the order

m The cart represents state information that must be maintained throughout the session

m Script hides current cart contents in hidden fields each time form is displayed
<input type='hidden' name="cart[]' value="milk'>
<input type='hidden' name="cart[]' value='eggs'>

m Add button posts items, script adds these to the cart, and redisplays form with cart contents
in hidden fields

$cart = array_unique(
array_merge(
$_POST['cart], $_POST['shoplist1));
foreach($cart as $item)
print("<input type="hidden' name="cart[]' value='$item' />");

m User can see hidden data via show source

m Do not place sensitive information in hidden fields
m Fake data can easily be inserted

m Do not trust anything coming from a form



m Possible enhancements
m Encryption
m Checksums
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m State info is stored in a file keyed to a unique identifier created at the start of the session
m Session ID is maintained via hidden field, cookie, or URL rewriting

m $sessionid = unigid("");
m Place session ID in hidden field, cookie, or URL
m Create associated file with data in it

= file_put_contents ("SF$sessionid.dat", $stuff);
= open, write, close
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m Modify critical internal references:
m <a href="cart.php">See cart</a>
m <form action="cart.php">
m Becomes
m <a href="cart.php<?php echo $st; ?>">
m <form action="cart.php<?php echo $st; ?>">
m $st is "?session=F2C4E329E09A" or ""
m $ GET['session'] provides the key to the session file
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® Should be in a secure area
m Session ID's should not be easily guessed
m Old session files must be periodically deleted
m Each time a new session begins, it could check for old session files and delete them
m Probably do not need to worry about file locking since each file is keyed to one page
instance
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m Stored by browser on client-side
®m Transmitted automatically with GET and POST requests to specific site (or parts of site)
m Perfect location to store a session ID

m Unless cookies are disabled ®

] )

m setcookie("sugar","good" time()+60);
m Name
m Value
m Expiration (60 seconds from now)
= 0 means at end of session (browser close)

m if (isset($_COOKIE['sugar1))...
m $cv =$_COOKIE['sugarT;

m setcookie places info in the header
m It must be set before output occurs
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m setcookie("spoiled","now",time()-3600);
m To 'expire' a cookie, pick a time in the past



m Session info must also be deleted periodically from the session data folder
® Remember that cookies

m Can be baked by anyone and should not be implicitly trusted

m Should never contain sensitive data
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m Scripts should verify that cookies are enabled
m Notify user
m Alternatives?
m URL Rewriting
m Hidden Fields
m Offer the user a game to play instead
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m PHP can automagically...
m create a unique session ID's
m maintain a session files
m maintain state
= using session cookies OR
= hidden fields OR
» URL rewriting (automatic or manual)

m To initiate a session

m session_start();
= Must be at the start of the script
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m $ SESSION][] is loaded from Session file
m Contents are saved when the script finishes
m Add to or change session data
m $ SESSION['key']='value'
® Remove session data
m unset($_SESSION['key'");
m $ SESSION=array(); (all keys)
m Checking session status

m if (isset($_SESSION['username']))...
= Or some other important key value
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m |nitialize session (if not already done)
m session_start();
m Clear all session variables
m $ SESSION = array();
m Delete the session cookie
n if (isset($_COOKIE[session_name()]))
setcookie(session_name(),"",time()-1000);
m Destroy the session data
m session_destroy();



